HORNET SECURITY USER PANEL GUIDE

To open the panel, please enter https://cp.hornetsecurity.com in your browser.

1. Login

To log in to the Hornet Security user panel, use your Microsoft 365 credentials.

—

HORNETSECURITY

Welcome

Your user panel will appear

Hello, Aurélia

It is Wednesday, 09:39.

Services & Tools

(O} 2 =

Email Live Tracking Email Statistics Audit Logs E-Trainings

) &) ) e

Phishing Simulation Achievements Recover Microsoft 365 365 Permission
data Manager

Preferences

p=3 @® x

Settings Filter & Reports Out of Office Note Deny & Allow Lists

SOl ki Q Solti solutions Tl ¢ Manuel d’utilisation du panneau utilisateur Hornet Security - Décembre 2025 1


https://cp.hornetsecurity.com/

A-SERVICES AND TOOLS SECTION

1. Email Live Tracking
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Email Live Tracking
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Here you can see all your emails, both incoming and outgoing, color-coded according to their status
(valid, newsletter, spam, etc.).

L You can choose the desired period by changing the dates

2. Email Statistics

Audit Logs
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EMAILS BY TYPE

EMAILS BY TIME

This diagram shows the percentage of your emails according to their status (valid, newsletter,
spam, etc.) forincoming or outgoing emails, or both.

C For a defined period.

01.09.2025 - 2611.2025
[ — )

Incoming

EMAILS BY TYP

Outgoing

You can export this data in CSV format to your computer to keep a copy.

3. Audit2.0

The Audit 2.0 module in the User Panel allows you to view all activities relating to logged-in users.
This includes both activities that the user has performed themselves in the User Panel and activities
that administrators have performed in the Control Panel on behalf of the user. The user can track
these activities in the audit log.

4. Online training courses

E-Trainings
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e Thisis a summary of the training courses and tests available to you.
e Not all training courses are available immediately. You will receive them gradually.

e Two sections appear: training courses you have not yet viewed and those you have already
completed.

@Home ) [2)E-Trainings aurelia.parrenin@solti.ca ()

You can start an e-training by clicking on it. Your progress will be saved automatically. You can pause the e-training at any time and resume it later. The icon in the upper right corner
shows the training status of the e-training. We recommend using headphones or loudspeakers. Alternatively, you can turn on subtitles in the program.

Search

Pick up where you left of f

Here you will find all e-trainings that you have started but not yet completed.

C A . The e-trainings are reqularly updated. If an e-training that you have started but not yet completed is updated, your progress will be lost. Hence, we recommend you to
ttention | compete your e-trainings as soon as possible.

Social Media

Pending e-trainings

Here you will find all e-trainings that you have not yet started.

Quiz: Vishing Al Basics Security when working mobile Ransomware

O A W A

Quiz: Security when working mobile Quiz: Email Security Quiz: Passwords and Authentication Passwords and authentication

5. Phishing simulation (malicious phishing):

This feature allows you to view your results for the phishing simulations that were sent to you.

Select Phishing simulation:

{o

Phishing Simulation
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In this submenu, you can see:

e The phishing simulation assessment
e The types of traps you fell into

2 EVALUATION OF THE PHISHING SIMULATION
~ @_MANIPULATIVE TRICKS

How many simulated phishing emails have been sent to
you? And how have you reacted to these emails? Here Criminals try to get you to respond to phishing
you can see a summary.

EMAILS BY TYPE

emails by using manipulative tricks. Which tricks
have you fallen for most often? Click on the tricks
for more information.

® Recognized 26 60% 0 Email from authority o Routine

Reported 13 30%

. 5 Gen eCurlosn:g GCompang information

0 Fear e Time pressure

e A summary of the simulated emails you received

‘D YOUR SIMULATED PHISHIN

Here you can see the history of your phishing emails that were sent to you during the simulation. Click on an entry
to access more detailed explanations. You can use the filter to restrict the history.

@) (epores wicked

November 2025
i.ca t'a envoyé des fichiers via

Time pressure Curiosity

October 2025

. Sent on: 2110.2025
Activation de votre compte Zoom

September 2025

. Sent on: 01.09.2025

Avis de livraison

Time pressure Curiosity

August 2025

(<) Sent on: 01.08.2025
Offre exclusive d'apprentissage des langues

Time pressure  Desire

e You can enable or disable messages in your name that could be sent to your colleagues to
simulate phishing.
e Todothis, click on ACCESS YOUR SETTINGS
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Then click on the gray slider to enable emails to be sent in your name

@ Home » SaSetings aurelia.parrenin@solti.ca ()

BASIC DATA

First name Last name Display name

Country/region State
(e \ __§}
City Street, number Department

Office Phone (business) Mobile phone

Postal code

TIMEZONE AND LANGUAGE SECURITY AWARENESS SERVICE

Timezone @ Send simulated phishing emails in my name @
Canada/Eastern UTC-05:00 v

Language
R Form of address @
English v

First name
Date format

Position For Security Awareness Service @
31122025 v

Other

Time Format .

Language for Security Awareness Service @

08:45:00 v
French

The slider will turn green

@8 Send simulated phishing emails in my name @

6. Reporting malicious phishing
When you spot phishing, you must report it.

In the Outlook window, in your inbox, when you have opened an email and you think it is phishing,
click on the Hornetsecurity button in the top right corner.
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> Au responsable
& (| Message d'équi... |+

Déplacer | Indicateurs A parcourirles groupes | B Camet d'acr Lectured | Traduction | Toutes les Répondre avec le Viva Hometsecurity
> > ? Filtre de courrier v voix haute & licati sondage de di: ibili Insights >

T Tickets ﬂ E\b] F ! Nouveau groupe A)) 5§ 'jl] @ -

Actions rapides N Groupes Rechercher Fonction vocale Llangue Applications Rechercher un horaire | Complémel

TR: alain.perron@solti.ca t'a envoyé des fichiers via WeTransfer !

Achille Massom Tchamaleu oAleriEsy

o A @ Tristan Astorg jeu. 202

AM

De: S0Cit fr:
Envoyé : 24 juin 2024 06:33

A:: Achille Massom achille. ica>
Objet : alain.perron@solti.ca t'a envoyé des fichiers via WeTransfer |

Me

alain.perron@solti.ca
t'a envoyé des fichiers

2 fichiers, 16 Mo au total Expire le 24-06-25

Ci-joint les derniers fichiers - pour info ce lien n'est valable qu'un jour

Hol dir deine Dateien

Lien de téléchargement

2 fichiers

Alain_Achille_Mise 3 jour_24-06-24.zip

Facture 24-06-21.doc

»ndre avec le Viva
+ de disponibilité Insights

cher un horaire | Col

\dd Sender Add Sende
D Allow List to Deny Lis

Hornetsecurity

7. Achievements

Here, Hornet Security summarizes the training courses you have completed and issues you with a
certificate that you can download in different languages.

@)

Achievements
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@ Home ) @) Achievements @soltica ()

S @8 You can download your personal certificate
D i ‘
M here. It contains your e-training achievements.

HORNETSECURITY @ You have completed 10 e-trainings.

(1) You have 12 open e-trainings.

We certify that

Aurélia P

in the Security Service and completed the following
@ Phishing Introduction @ IT emergency card
@ Dangerous Macros - Emotet andthe @ Protect yourself against phishing

Macrovirus Pandemic

@ Social Engineering @ Quiz: Social Engineering
@ IT and me: My contribution to security @ Quiz: Social Media
@ Malware Introduction @ Vishing

Download certificate

Olaf Petry .
Chief Information Security Officer
Issued on 26.11.2025

Hornetsecurity GmbH - Am Listholze 78 - 30177 Hannover
Tel: +49 511 515464 - 0 « info@hornetsecurity.com « www.hornetsecurity.com

Managing Director: Daniel Hofmann, Daniel Blank

B- PREFERENCES SECTION

1. Settings

2o

Settings
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Here you can change your contact details, time zone, and language, as well as your security
preferences.

~

N
“ @ Home » g Settings "@soltica ()

HORNETSECURITY

BASIC DATA

First name Last name Display name

Aurélia Aurélia

Country/region State Postal code
Street, number Department

Phone (business) Mobile phone

TIMEZONE AND LANGUAGE SECURITY AWARENESS SERVICE

Timezone @ Send simulated phishing emails in my name @
Canada/Eastern UTC-05:00

Language
Form of address @

English
First name

Date format

3112.2025

Position For Security Awareness Service [ ]

Other

Time format
Language for Security Awareness Service @
08:45:00

French

2. Filters and Reports

Filter & Reports

If you activate the INFOMAIL filter, the button will turn green, meaning that the infomail filter is
activated and emails classified as newsletters will be quarantined and you will be notified in your

report.

INFOMAIL

@® Activate infomail filter
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Quarantine Report:
Click on SET YOUR OWN DISTRIBUTION TIMES.

This allows you to set how often you want to receive your quarantine report (when an email is
identified as potentially dangerous, it is quarantined, i.e., placed in an area to store emails that are
neither delivered directly to the recipient nor rejected).

Exclude emails from blocked senders

Excluded emails

@@ cxclude emails from senders that are on the deny list

If this option is enabled, emails from senders blocked by the user or domain are not mentioned in
the user's quarantine reports. The button turns green. Future quarantine reports will no longer
contain emails from senders blocked from the mailbox or domain.

p— @ Home ) @ Filter & Reports sn@soltica ()

HORNETSECURITY

INFOMAIL

@@ Activate infomail filter

SETTINGS

@® set your own delivery times

Excluded emails

@@ Exclude emails from senders that are on the deny list

Delivery times

@Mon @Tue MWed @Thu @Fi EsSat B Sun

®i12am-1am B 1-2am ®2-3am B 3-4am B 4-5m B 5-6am B6-7am B 7-8m

& 8-9am B 9-10am ®10-1am B am-12pm W 12pm-1pm & 1-2pm ®2-3pm B3-4pm

& 4-5pm B5-6pm Bs-7pm B 7-8m ®s-9%m W 9-10pm @10-11pm @ 11pm - 12am

3. Blocked and allowed senders

Deny & Allow Lists
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AN @ Home ) Deny & Allow Lists "@soltica ()

HORNETSECURITY

Allow list  Deny list

Search
+ Add entry &

Enter an email address, a domain or an IP address. Description @

Value Description Owner
no-reply@canva.com aurelia.parrenin@solti.ca
info@formation-cad.com aurelia.parrenin@solti.ca
R i aurelia.parrenin@solti.ca

solti@solti.ca aurelia.parrenin@solti.ca

This section allows you to enter the email addresses you want to receive (allowed senders) and
those you do not want to receive (blocked senders). Enter the information in the boxes and click
Add.

A* @ Accueil ) B Expéditeurs interdits et 2corisés aurelia.parrenin@solti.ca ()

HORNETS ICURITY

Expédite\'rs autorisés  Expéditeurs interdits

Rechercher

+ Ajouter un. -

Veuillez saisir un\ adresse email, un domaine ou une adresse IP. Description [ ]

Exporter au format CSV » Importer au format CSV » 'O Réinitialiser

Valeur Description Propriétaire <]

blabla@mail.com aurelia.parrenin@solti.ca X

Itis also possible to import or export a list in CSV format.
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